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Chapter 21
Performing Routine Maintenance

Your personal computer is a curious combination of digital data and temperamental
machinery. To keep your system running smoothly, it pays to perform some regular
maintenance tasks. In particular, it's important to do the following on a regular basis:

1 Download and install the latest updates from Microsoft. These updates ensure that your
hardware and software will remain stable and secure.

1 Download and install the latest versions of drivers used by your system’s devices.
1 Check your disks for file system and media errors.
1 Defragment your hard disks to optimize file access.

Perform regular backups of data and system files.

In Windows 7, many of the essential maintenance tools run automatically—or will do so after
you have performed some essential setup steps. We describe most of those setup chores, and
the options associated with them, in this chapter. Backup, because it is particularly vital and
because it presents a more extensive set of configuration choices, is discussed separately in
Chapter 11.

What's In Your Edition?

The features described in this chapter are available in all editions of Windows 7.
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Introducing Action Center

By default, Windows monitors your system and notifies you if any security or maintenance
issues merit your attention. Immediately after the system has detected a noteworthy event,
you might see a balloon message in the notification area—near the lower right corner of your
screen in the default screen layout. For example, if a backup fails for lack of space on the
target disk, you might see a balloon notification to that effect. Clicking the balloon gives you
a chance to take immediate action, typically by means of a troubleshooting dialog box like
this:

Windows Backup: Troubleshooting Options =2

0 The backup did nof

mple

¥ Try to run backup again

% Change backup settings

. Show Details Cancel

Balloon messages alerting you to important security and maintenance issues are generated by
Action Center, a new feature in the Windows 7 landscape. If you overlook or ignore the
balloon, you can deal with the problem later by means of the Action Center icon, also in the
notification area. When it's happy, the Action Center icon looks like this:

2

When it's not, it changes to look like this:

[

Clicking the icon in its troubled state reveals the nature of the problem (or problems, if more
than one has accumulated) and tells you what you can do:
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1 important message
Yy e

You can take corrective action by clicking an imperative statement in the middle of this
message (for example, Check Backup Disk Space), or you can learn more about the condition
of your system by clicking Open Action Center. Figure 21-1 illustrates what you might see if
you open Action Center.

[E=Soy ™5

QQ W~ « System and Security » Action Center <] %9 | [ Search Controt Panet »

| File Edit View Tools Help

Review recent messages and resolve problems

Action Center has detected one or more issues for you to review.

Security

Maintenance
Check backup disk space (Important)
The disk that your backup is saved on doesnthave [~ Manage disk space
enough free space. S
Backup date: February 23, 2009 10:44 PM
1 ges about Windows Backup
Windows Program
Campatibility Troubleshooter f you don't see your problem fisted, try one of these:

Figure 21-1. Action Center identifies potential security and maintenance problems and suggests corrective

steps.

If Action Center has an important message to deliver, that message is flagged with a
prominent red bar, and a button or link provides you with the means to address the problem.
In Figure 21-1, for example, a red bar alerts you to a backup problem, and clicking the
Troubleshoot button leads you to the Windows Backup Troubleshooting Options dialog box.
Less important messages, such as the one concerning Windows Update in Figure 21-1, are
flagged with a yellow bar. Below the alert text in all cases, you'll also find a link that allows
you to suppress subsequent messages on the same topic. So, for example, if you prefer not to
see messages relating to the status of your virus protection, you can turn that form of
monitoring off.
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Action Center, which you may also reach via the System And Security section of Control Panel,
is both a troubleshooting and a maintenance tool. It lets you review and address any current
issues affecting the security or stability of your system. It also provides links to Backup And
Restore, Windows Update, and various troubleshooters.

Messages served by Action Center fall under two broad headings, Security and Maintenance.
You can expand and collapse each of these headings by means of controls at the right. Figure
21-2 shows the Maintenance section expanded. (For information about security issues, see
Chapter 15, “Security Essentials.”)

—
Y :
File Edit View ools  Help

Review recent messages and resolve problems

No issues have been detected by Action Center.

Windows Backup Currently not monitored
Tur

Check for updates

Windows Update does not require as

Windows Program
Compatibility Troubleshcoter

Figure 21-2. The Maintenance section of Action Center deals with problem reports, backup, Windows Update,
and troubleshooting.

For information about the problem reports, system history and configuring Action Center's
troubleshooting behavior, see Chapter 23, “Troubleshooting Windows Errors and Crashes.” For
information about Windows Backup, see Chapter 11, “Backup and Restore.” In the following
section, we discuss Windows Update.

Keeping Your System Secure with Windows Update

Windows Update is a service that provides online updates for Windows 7. With it, you can
obtain updates to Windows that include security updates, performance improvements, and
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support for new devices. If you're coming to Windows 7 from Windows XP, you'll find
Windows Update completely overhauled. It's now a Control Panel application (in the System
And Security section of Control Panel) instead of using a web-based interface. (Of course, it
still requires an active internet connection.) As before, it can be opened from the All Programs
menu or the Tools menu in Internet Explorer as well as from Control Panel. You'll also find a
Windows Update link in the left pane of Action Center.

Note

Keeping Windows up to date is an absolutely essential step in maintaining a secure
computer and avoiding malware. In recent years, the most widely exploited
vulnerabilities in Windows have been patched quickly—usually before these issues
became widespread problems. Windows users who installed the updates promptly were
able to avoid infection, whereas legions of others (who failed to keep their systems
updated) fell victim.

Depending on how you have Windows Update configured, you might not need to visit the
Windows Update window at all, as it does its work quietly in the background, keeping your
computer up to date with the latest fixes and improvements. (It's still a good idea to check the
list of available updates at least once a month, to find optional updates such as hardware
drivers and nonessential fixes to Windows components you use regularly.) You can view its
current settings, see what it has been up to, and find out what else it has in store for you by
starting at its main window, shown in Figure 21-3. The top part of the window displays the
current status and alerts you to any actions you should take.
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« System and Security » Windows Update <] 49 Il search Controt Povel »

Tools Help

Windows Update |

' Download and install updates for your
computer

1important update selected,
265KB

[install updates
Most recent check for updates: Today at 920 PM

Upd nstalled: 2/19/2009 a1 10:08 PM. View update history
You receive updates: For Windows only.

Get updates for other Microsoft products. Find out more

Figure 21-3. Windows Update lets you know if important updates are available to download and install.

INSIDE OUT

Get updates for other Microsoft products

By default, Windows Update can download and install updates for Windows 7 and
major applications, such as Internet Explorer, included with the operating system. You
can also merge the functionality of Microsoft Update, a service for managing updates to
Microsoft Office and several other Microsoft products, into Windows Update so that you
no longer need to visit Office Online to get updates. If you do not already have
Windows Update integrated with Microsoft Update, you will see the message Get
Updates For Other Microsoft Products on the Windows Update home page, as shown in
Figure 21-3. To enable checking of other products, click Find Out More, beside this
message. This action takes you to the Microsoft Update website for some quick
installation steps. (You only need to do this once. Thereafter, the Windows Update
home page indicates that you receive updates “for Windows and other products from
Microsoft Update.”)

Windows Update classifies updates into three categories: important (which includes security
and critical performance updates), recommended (typically, updates to signed drivers that
affect performance or reliability, as well as fixes to noncritical bugs), and optional (updated
drivers that don't affect reliability or performance, interesting but unnecessary enhancements,
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and so on). Security updates—the most important of the important category--are routinely
released on the second Tuesday of each month (informally known as “patch Tuesday”). Other
updates are not distributed on a regular basis; instead, they're published when the need
arises, such as when a fix is developed for a newly discovered problem. You can make a habit
of regularly visiting Windows Update to see what's new, but there’s an easier way: install
updates automatically. To review in greater detail (and modify, if you wish) your current
Windows Update settings, click Change Settings. The page that appears (shown in Figure 21-
4), lets you specify the degree of automation you desire.

Jw| & « Windows Update » Change settings [+ 0 5
G\\_/ Windows Update » Change setting: » 2

File Edit View Tools Help

an install up

O =

vew updates: | Every day | at [300AM

ducts from Microsoft Update.

ok | [ Cancel

Figure 21-4. The Change Settings dialog box lets you specify how much automation you want from Windows
Update.

The drop-down controls under Important Updates lets you specify how and when you want
those vital updates downloaded and installed. Under the recommended setting, Windows
Update downloads and installs important updates for you, at the time you specify (for
example, every day at 3 am). With this option selected, Windows Update will also reboot your
system if an update requires it. If you don't want this level of automation, you can choose to
have updates downloaded but not installed until you give the go-ahead. Or you can opt
simply to be notified when updates are available, allowing you to both download and install
them on demand. The Important Updates drop-down also gives you the not-recommended
option of calling the whole thing off.
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If you select the check box below Recommended Updates, Windows Update applies the same
level of automation to recommended updates that it applies to important updates. Regardless
of your setting for important updates, Windows Update refrains from downloading optional
updates. Instead, provided you have selected the check box under Featured Update
Notifications, Windows Update notifies you when potentially interesting updates become
available.

If you use the Install Updates Automatically (Recommended) option and your computeris in a
low-power “sleep” state at the specified update time and if your computer is connected to AC
power, Windows Update wakes the computer to perform the installation. If your computer is
off or asleep but not plugged in, Windows Update waits until the next scheduled installation
time.

If you have either the “download, but don't install” or “check, but don’t download or install”
options selected, Windows Update notifies you with a pop-up message when new updates
are available for your review.

g New updates are available % *
Click to install them using Windows Update.

Click the message to open Windows Update. If you miss the pop-up message, the information
awaits you the next time you open Windows Update. When you arrive there, click Install
Updates to finish installing all updates or, if you want to review them first, click View Available
Updates. As Figure 21-5 shows, Windows Updates presents a list of the updates that are ready
to install. You can read about each update in the panel to the right.
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¥ =[5 « Select updates to install v [ 4] [ searcn Fanel
L 19 z 3 2

File Edit View Tools Help

Select the updates you want to install
1| Name Size Security Update for Microsaft
Jient (5 Office Publisher 2007
e xp  (KB9SOLLA)

87kB A security vulnerability exists in
7ime  Microsoft Office Publisher 2007

>

that could allow arbitrary code
to 1un when a malicicusly
L7ME  madified file is cpened. This
15MB  update resolves tat

. ulnerability

date for Microsoft Office Publisher 2007 (KBS501.. 4.0 M8 Published: 5/13/2008

= Update has finished

b downloading and is

v ready for install
fermation

Support information

Total selected: 7 important updates [ OK Cancel

Figure 21-5. Clear the check box for any updates you do not want before you click Install.

INSIDE OUT

Hide updates that you don’t ever want to install

Microesoft
Press

If you choose not to download and install an update, it's available for you the next time
you visit Windows Update...and the next time, and the time after that as well. You might
have a good reason for not accepting a particular update—perhaps it makes
improvements to a Windows component you never use—and there’s no reason it
should clutter your list of available updates. To remove an item from the list without
installing it, you hide it. But the trick for hiding updates in the list is itself somewhat

hidden.

In the list of updates (shown in Figure 21-5), right-click any update that you don’t want
to see again, and choose Hide Update. If you later change your mind—or if you just
want to see a list of the updates you've chosen to hide—on the main Windows Update

page, click Restore Hidden Updates.
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Troubleshooting

Windows Update fails to download and install updates

When Windows Update fails, it displays an error code on its home page, along with a
link to get help about the problem. The first place to start solving the problem, of
course, is with the Get Help link. Sometimes that doesn’t work either.

In that case, check your internet connection. If it's not working, that not only accounts
for the failure of Windows Update, but also for the failure of the link to additional help.

Updating Device Drivers

Windows Update can deliver updated drivers for many commonly used devices, either as
recommended updates (if the drivers are considered to affect system stability) or optional
updates (if they are not). If your devices meet the standards imposed by Microsoft's Windows
Logo certification program (Microsoft is a trade name when it refers to the company (i.e.,
Microsoft Corporation) and a trademark when it represents the brand name, which refers to
the product or product line (e.g., Microsoft® Office Word), you can generally rely on
Windows Update to keep their drivers current. Some device drivers are not ordinarily supplied
by Windows Update, however; to get updates for such devices, you will need to visit either the
device vendor’s website or, in some cases, your computer vendor’s website. In certain cases,
when hardware vendors make particularly large update downloads available, Windows
Update may choose to alert you with a message and a link to the vendor’s website, rather
than offer the download directly.

Using Windows Update Manually

Whether you choose one of the automatic update options or choose the “never check”
option, you can always manually check for updates to Microsoft products. To check for
updates to Windows 7, open Windows Update and click Check For Updates (in the left pane).
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Removing an Update

If you find that a particular update creates a problem, you can try removing it. Not all updates
can be removed, however. (In particular, security-related updates usually cannot be removed.
In addition, updates upon which other updates or other components are dependent cannot
be removed.) To find out if an update can be removed—and to go ahead and do the deed, if
you choose—in Windows Update, click Installed Updates (in the left pane). Doing so takes you
to a page within the Programs section of Control Panel that lists all uninstallable updates.

Note

The installed updates page might lead you to believe that no updates have been
installed. (For some reason, the “No updates are installed on this computer” message
gives people that impression.) In fact, this page lists only the updates that can be
uninstalled. To see a list of all updates that have been installed, return to Windows
Update and click View Update History.

Updating More Than One Computer

The simplest way to keep all the computers on your network up to date is to enable
automatic updating on each computer. If you have a small network in a home environment,
go to each computer, open Windows Update, click Change Settings, and be sure it's set to
download and install automatically.

But that's not always practical or efficient. If you have a dial-up connection to the internet, for
example, you'll spend a lot of time connected as each computer independently downloads
large updates. And in larger networks, even those with lightning-fast internet connections,
administrators might want to control which updates get installed (and when) rather than
leaving it up to individual users.

Microsoft provides the following ways to manage updates in situations where setting
Windows Update to automatic on all computers is impractical:
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1 Microsoft Update Catalog (vista-io.com/1018) is a website that offers standalone
installable versions of each update for Windows. Microsoft Update Catalog offers updates
for all currently supported versions of Windows, which means you can also use this
service to find updates for computers on your network that are not running Windows
Vista. You can search for updates based on keywords, and then sort by the product
(including Windows 7), date of most recent update, classification, and size. After you find
the updates of interest, download them once and store them in a shared network folder,
where they can be installed from any computer.

1 Administrators of large networks can use Windows Server Update Services (WSUS) to
manage and deploy updates throughout an organization. The WSUS server, which runs
on a computer running Windows Server 2003 or Windows Server 2008, manages
downloading updates from Microsoft. Computers on the network then obtain updates
from the WSUS server instead of directly from Microsoft's update servers. For details
about WSUS, visit vista-io.com/1017.

Checking Disks for Errors

Errors in disk media and in the file system can cause a wide range of Windows problems,
ranging from an inability to open or save files to blue-screen errors and widespread data
corruption. Windows is capable of recovering automatically from many disk errors, especially
on drives formatted with NTFS.

To perform a thorough inspection for errors, you can manually run the Windows Check Disk
utility, Chkdsk.exe. Two versions of this utility are available—a graphical version that performs
basic disk-checking functions, and a command-line version that provides a much more
extensive set of customization options.

To check for errors on a local disk, follow these steps:

1. Open Computer, right-click the icon belonging to the drive you want to check, and then
choose Properties from the shortcut menu.
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2. On the Tools tab, click the Check Now button. (If you're using a standard account, you'll
need to supply credentials for an account in the Administrators group to execute this
utility.)

& Windows 7 Urtimate (G) Properties _—

Secuity Previous Yerzions [ CQuota
General Toals Herdwara Sherng

Errorchecking

This opian wil check the drivefor enors,

5 Chocs naw:

oK Cancal

3. In the Check Disk dialog box, shown next, select from the following options:

‘Check Disk Windows 7 Ultimate (G) NN

fi il system errors
attermpt recavery of b s=ctors

O Automatically Fix File System Errors This option, which is enabled by default,
configures Windows to automatically repair any errors it detects in the file system.
If this option is not selected, Check Disk reports any errors it finds but does not
correct them. This option is the equivalent of running the Chkdsk command with
the /F switch, as described later in this section.

O Scan For And Attempt Recovery Of Bad Sectors Select this option to perform
an exhaustive check of the entire disk, locate bad sectors, and recover readable
information stored in defective locations. Note that selecting this option
automatically repairs file system errors as well, even if the previous option is
cleared. This option is the equivalent of running the Chkdsk command with the /R
switch.
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If you simply want to see a report of file system errors without making any changes to
disk structures, leave both boxes unselected.

4. Click Start to begin the disk-checking process. The green progress bar provides
feedback as the error-checking tool goes through several phases.

If you select the Automatically Fix File System Errors option on a drive that currently has
open files, Windows is unable to run the utility immediately. In that case, you see the
message shown here:

rosoR Windows =%

heck the disk while it's in use

chack for hard dis errors the next time you

Schecule dik check | [ Cancel

Click Schedule Disk Check to configure Windows startup so that the disk check utility
runs the next time the computer is started. The disk check occurs early in the startup
sequence, before Windows shifts into graphical mode; during this period, your
computer is not available for you to perform any other tasks. When your computer
starts, Windows notifies you that it's about to perform a scheduled disk check; by
default, you have 10 seconds to cancel the operation and boot normally instead.

After Check Disk completes its operation, it reports its results. If the disk check turns up

no errors, you see a Disk Check Complete dialog box. If Check Disk uncovers any errors,
it writes a message to the System event log and displays a dialog box listing the errors it
found and the repairs it made.

Caution!

Although Check Disk is a useful tool and sometimes a lifesaver, it can cause you
headaches if used without some planning. Once started, the Check Disk operation
cannot be stopped except by pressing your computer’s power switch. On large drives
(hundreds of gigabytes or more), the full disk check can take hours or even days to
complete.
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Check Disk runs automatically after an abnormal shutdown only if a specific bit in the registry
is set, indicating that the file system is “dirty"—that is, that some pieces of data were not
properly written to the disk when the system was shut down. If the file system wasn't doing
anything when the system shut down, the dirty bit will not be set. Because NTFS volumes
keep a journal of all disk activities, they are able to recover and remain clean even if you shut
down in the middle of a disk write. Check Disk is most likely to run automatically at startup
only on FAT32 volumes, after an unexpected shutdown.

INSIDE OUT

Cancel checks with Chkntfs

Two additional and well-hidden Windows commands are crucial to the operation of the
Check Disk utility. The first of these, Autochk.exe, runs automatically any time you
specify that you want to schedule a disk check to run at startup; it cannot be run
interactively. The second, Chkntfs, is especially useful if you change your mind and
decide you want to cancel a scheduled check. At a command prompt, type chkntfs /x

d: (where d |
d:

vista-
vista-
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